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Glossary 

Term or abbreviation  Meaning or expansion  

AFP Australian Federal Police 

AGD Attorney-General’s Department  

APF Australian Privacy Foundation  

APPs Australian Privacy Principles in the Privacy Act 

Capability  National Facial Biometric Matching Capability  

Data Holding Agencies Agencies that make their holdings of identity information available for 
Requesting Agencies to perform FVS and FIS queries 

DFAT Department of Foreign Affairs and Trade  

DIBP Department of Immigration and Border Protection  

FIS Face Identification Service  

FVS Face Verification Service  

Governing Body The body that has responsibility for the governance and delivery of the 
Face Matching Services. The Governing Body is currently the PAC.   

Hub Central Interoperability Hub operated by AGD on behalf of the 
Commonwealth 

IDSA Interagency Data Sharing Arrangement  

LCCSC Law Crime and Community Safety Council has ministerial responsibility 
for the Capability including the FIS  

MOU Memorandum of Understanding 

NISCG  The National Identity Security Coordination Group; the Capability 
Governing Body when it assumes biometric governance responsibilities.   

OAIC Office of the Australian Information Commissioner 

PAC 
Programme Advisory Committee comprises of Senior Officials from 
Commonwealth Agencies participating in the Capability and is currently 
the Governing Body.  

PIA Privacy Impact Assessment  

Privacy Act Privacy Act 1988 

Requesting Agencies Agencies that request identity information by performing FVS and FIS 
queries 
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1. Executive Summary  
The Attorney-General’s Department (AGD) engaged Information Integrity Solutions Pty Ltd (IIS) to 
undertake a privacy impact assessment (PIA) to evaluate any privacy impacts that may be associated 
with the use of the Face Identification Service (FIS) by the Department of Immigration and Border 
Protection (DIBP) as a Data Holding Agency and the Department of Foreign Affairs and Trade (DFAT) 
and the Australian Federal Police (AFP) as consumers of data (Requesting Agencies). 

The FIS is one of a number of separate identity services that will be facilitated by the central 
Interoperability Hub (the Hub) of the National Facial Biometric Matching Capability (the Capability), 
which is being developed and implemented by AGD. The first Hub service, the Face Verification 
Service (FVS), went live on 16 November 2016.  

The FIS enables a facial image associated with an individual to be compared, using facial recognition 
technology, on a one-to-many basis against images held in government records to help determine the 
identity of that individual, or to detect instances where an individual holds multiple potentially 
fraudulent identities.  

The FIS provides a powerful tool with potential to enhance law enforcement and national security 
capabilities. Its possible benefits are outlined in this PIA and in information about the Capability, 
including in the initial PIA of the Capability, on the AGD website.  

However, by its nature and proposed use, the FIS also carries privacy risks. While IIS has assessed 
the inherent privacy risks in the use of the FIS as high, it also considers that the proposed design and 
governance arrangements help to mitigate the risks. With the additional measures IIS recommends, it 
considers the privacy risks are manageable and should be within acceptable limits at the anticipated 
levels of use. 

1.1 IIS findings  

1.1.1 Factors affecting privacy risks  

In undertaking this PIA IIS identified the following factors that it considers contribute to the high 
privacy risk environment:  

 The FIS has the potential to facilitate a significantly increased volume of data sharing for 
one-to-many facial matching. The current DIBP service involves limited transaction 
numbers and generally returns biographical data on only one identified match (the FIS 
may return biographical data on more than one candidate). The actual demand for the 
FIS is not yet known and will depend on each agency’s business needs. However, IIS 
understands that technically the service could handle hundreds of requests per month 
once the FIS is fully operational. Increased data sharing would increase the potential for 
inappropriate use and associated security risks that will need to be managed.   

https://www.ag.gov.au/RightsAndProtections/IdentitySecurity/Pages/Face-verification-service.aspx
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 Face images would meet the Privacy Act definition of sensitive information, which 
includes ‘Biometric information that is to be used for the purpose of automated biometric 
verification or biometric identification; or biometric templates’.1  

o Sensitive information is given extra protection under the Privacy Act usually 
involving extra consent or, where collected by enforcement agencies or used for 
enforcement purposes, requiring the information to be ‘reasonably necessary’ for 
those purposes. 

 One-to many matching involves some disclosure of sensitive information about other 
persons that are not the individual that an agency is seeking to identify. 

 The law enforcement or national security context for one-to-many facial matching means 
that individuals would not always specifically know if that information about them is being 
collected, used or disclosed (IIS understands that general information about possible 
uses or disclosures for law enforcement purposes would be available on agency 
application forms or privacy policies).  

 Facial recognition technology is recognised as not infallible. In particular there is potential 
for false positive or false negative matches, which in turn could lead to a range of harms 
to individuals. IIS notes that the FIS arrangements – including that facial specialists in 
requesting agencies will verify identities and that there will be a range of other checks 
and balances in the process, including court or appeal procedures – would help minimise 
risks here. However, it also considers that agencies should pay particular attention to this 
issue in their policies and procedures and assessing the effectiveness of the service. 

 The FIS is a new initiative and it will necessarily take some time for policies and 
processes to be fully bedded down.      

Also, as IIS noted in the PIA it undertook of the early design stage of the Hub, a further factor to 
consider is that the privacy impacts of the NFBMC system as a whole could well be greater than the 
risks at individual agency or Hub level for specified activities.2 IIS also considers that it remains 
important for the actual benefits accruing from agencies’ use of the Capability to live up to 
expectations, not least as an input in future privacy risk assessments; in this regard, IIS welcomes 
AGD’s commitment to work on a benefits realisation model.  

                                                      

1 Privacy Act, s.6 see http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html  
2 National Facial Biometric Matching Capability Privacy Impact Assessment – Interoperability Hub Information 
Integrity Solutions Pty Ltd August 2015 available at 
https://www.ag.gov.au/RightsAndProtections/IdentitySecurity/Pages/Face-verification-service.aspx. 

http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html
https://www.ag.gov.au/RightsAndProtections/IdentitySecurity/Pages/Face-verification-service.aspx
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1.1.2 Design and governance arrangements offsetting privacy risks  

IIS’s assessment indicates that, consistent with the possible privacy and security risks associated with 
a service such as the FIS, its use would be subject to strict access controls and safeguards including 
that: 

 Unlike the current ad-hoc face matching arrangements, the use of the service traceable 
and auditable.   

 The FIS would not expand or impact on agencies’ powers to deal with personal 
information. Data Holding Agencies and Requesting Agencies using the FIS will be 
required to have existing legal authority to collect, use, store and share facial images and 
related personal information with each other 

 The FIS is being designed to complement, not replace, existing processes and 
procedures for determining a person’s identity 

 The FIS will take a facial image and mandatory demographic details (age range and 
gender) in the request, and the response would include, except in exceptional 
circumstances authorised by a senior officer in accordance with the Access Policy, only 
up to the top 20 facial image matches with associated biographic data (above a pre-
configured threshold) from the Data Holding Agency 

o Associated biographic data would only be made available to Requesting Agencies 
in relation to facial images that the Agency reasonably believes might be of an 
image of the person they are seeking to identify, after the FIS User has shortlisted 
the facial image 

 Only manual queries via a web based Portal would be permitted, there would be no 
system-to-system connections  

 FIS use would be limited to specified agencies with law enforcement or national security 
functions  

 FIS use would be limited to certain permitted purposes  

 Agencies would be required to supervise FIS users  

 Additional authorisation would be required for certain types of queries.  

1.1.3 Areas where additional steps would further offset privacy risks  

As noted, IIS considers that the governance approaches AGD and participating agencies are 
proposing are reasonably strong. It has identified some areas where it considers strengthening of the 
governance arrangements would further offset privacy risks. These areas include oversight of FIS, 
and in particular ensuring the proposed governance measures are in place and working, and that the 
FIS operations are transparent. IIS has also recommended additional risk assessment before 
expanding permitted uses of the FIS and some additional protection where Requesting Agencies are 
seeking information for community safety purposes or in relation to images of minors.  
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1.2 Recommendations 

Recommendation 1 – Programme Advisory Committee to include Privacy Commissioner or 
representative 

IIS recommends that while the Programme Advisory Committee acts as the Face Identification 
Service Governing Body it should include the Privacy Commissioner, or the Commissioner’s 
nominated representative. The Commissioner or nominated representative should have a role 
equivalent to that which the Commissioner would hold on the National Identity Security Coordination 
Group when it takes on the role of the Governing Body for the Capability.  

Recommendation 2 – Access Policy to ensure clear responsibility for privacy and for oversight 
of agency use of the Face Identification Service.  

IIS recommends that the Attorney-General’s Department and the Governing Body ensure that the 
Face Identification Service Access Policy or another appropriate, publicly available and binding 
governance document, set out clearly their respective privacy roles and responsibilities, in particular 
in relation to:  

 Overall privacy governance  

 The secretariat role to the Governing Body 

 Reviewing Interagency Data Sharing Arrangements to ensure consistency with the 
Access Policy  

 Reviewing annual audit and compliance reports to identify the need for compliance 
action or amendments to policy 

 The entities which are expected to take steps to address any compliance or audit issues.     

Recommendation 3 – Monitoring national security use of Face Identification Service  

IIS recommends that the Governing Body ask the Inspector-General of Intelligence and Security, 
where it has relevant oversight responsibility, to give priority for a period to monitoring use of the Face 
Identification Service particularly with respect to the requirements of the Face Identification Service 
Access Policy and to report on use to the extent consistent with national security obligations.  

Recommendation 4 – Interagency Data Sharing Arrangement to require adoption of privacy 
governance framework  

IIS recommends that the Attorney-General’s Department amend the Interagency Data Sharing 
Arrangement template to include privacy governance and management standards, for example as per 
the Office of the Australian Privacy Commissioner privacy management framework, as well as 
security accreditation requirements. 

Recommendation 5 – Holding and Requesting Agencies to have privacy policies and 
procedures that address use of one-to-many facial matching 

IIS recommends that the Australian Federal Police, Department of Immigration and Border Protection, 
and the Department of Foreign Affairs and Trade ensure their respective privacy policies, operating 
procedures and guidance materials be augmented where necessary to address the particular privacy 
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risks associated with one-to-many facial matching and the agency’s approach to managing 
associated privacy risks.  In particular, agencies should ensure: 

 Their application forms, privacy policies and other privacy material provide appropriately 
detailed information about the use or disclosure of information for face matching activities 

 Their policies and procedures address the limitations or constraints of facial recognition 
technology and the associated privacy risks, including the risk of false positives, and the 
steps the agency will take to minimise the potential for harm to individuals.   

Recommendation 6 – Publication of information about Face Identification Service use 

IIS recommends that the Attorney-General’s Department or the Governing Body, in consultation with 
Data Holding Agencies and Requesting Agencies:  

 Publish annual reports on the usage of the Face Identification Service, by Holding 
Agency and Requesting Agency, with sufficient detail to enable an understanding of the 
volume of use and the purposes for which it is used  

 Publish Face Identification Service audits identifying any issues and the remediation 
planned. The documents should be published in full, or to the greatest extent possible in 
the event that an Agency is prevented from publishing them in full for security or other 
reasons.    

Recommendation 7 – Amendments to Face Identification Service Access Policy to be subject 
to a privacy impact assessment  

IIS recommends that the Governing Body commission an independent privacy impact assessment 
before making any substantive changes to the Access Policy (once finalised) with respect to 
expanding the purposes for which Requesting and Holding Agencies can share facial images. 

Recommendation 8 – Additional auditing requirements where Face Identification Service is 
used for community safety  

IIS recommends that the Attorney-General’s Department amend the Face Identification Service 
Access Policy to require that the proposed annual audits must examine community safety purpose 
requests taking into account the greater privacy risks. The aim should be to identify if, in addition to 
meeting requirements of the Access Policy, the use is likely to be consistent with community 
expectations about the use of face matching in such contexts as expressed, for example, by the 
qualifications currently included in the draft Access Policy or in relevant privacy regulator guidance or 
as identified following discussions with privacy regulators. IIS also recommends that detailed 
information about uses for community safety be published, for example by inclusion in reports such as 
are proposed in Recommendation 6.  

Recommendation 9 – Extra protection for the handling of minors’ images 

IIS supports AGD proposals to explore technical options to minimise the privacy and other risks that 
could arise where there are requests to match minor’s images. It recommends that AGD and 
Requesting Agencies, in consultation with Data Holding Agencies, also review the specific privacy 
risks that might arise for minors where their images are matched and assess if additional protections 
are needed, for example, in the handling of images or in the applicable investigation standards.   
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2. Introduction 
The Attorney-General’s Department (AGD) engaged Information Integrity Solutions Pty Ltd (IIS) to 
undertake a privacy impact assessment (PIA) to evaluate any privacy impacts that may be associated 
with the use of the Face Identification Service (FIS) by the Department of Immigration and Border 
Protection (DIBP) as a provider of data and the Department of Foreign Affairs and Trade (DFAT) and 
the Australian Federal Police (AFP) as consumers. 

The FIS is one of a number of separate identity services that will be facilitated by the central 
Interoperability Hub (the Hub) of the National Facial Biometric Matching Capability (the Capability) 
being developed and implemented by AGD.  

The FIS enables a facial image associated with an individual to be compared, using facial recognition 
technology, on a one-to-many basis against images held in government records to help determine the 
identity of that individual, or to detect instances where an individual holds multiple potentially 
fraudulent identities. Access to the FIS will be limited to police and security agencies, or specialist 
fraud prevention areas within agencies that issue passports, and immigration and citizenship 
documents.  

2.1 Scope and methodology 

In undertaking this PIA IIS was asked to build on independent PIAs that have already been completed 
on the design and operation of the Hub, and on the conduct of the FVS (the first face matching 
service, which went live on 16 November 2016), with DIBP as the information provider and DFAT and 
AFP the information consumers.3 This PIA was to:    

 Describe the current practice and model the current information flows for visa and 
citizenship data sharing from DIBP to the AFP and DFAT   

 Identify any privacy impacts, associated with the proposed use of the FIS facilitated by 
the Hub 

 Consult with specified agencies and non-government organisations 

 Provide options to mitigate any other privacy risks that are identified.  

                                                      

3 National Facial Biometric Matching Capability Privacy Impact Assessment – Interoperability Hub Information 
Integrity Solutions Pty Ltd August 2015 available at 
https://www.ag.gov.au/RightsAndProtections/IdentitySecurity/Pages/Face-verification-service.aspx. IIS also 
reviewed the PIAs Lockstep conducted on the FVS and it understands they will be available on the AGD website 
in due course.  

https://www.ag.gov.au/RightsAndProtections/IdentitySecurity/Pages/Face-verification-service.aspx
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It was out of scope for this PIA to consider: 

 The privacy implications associated with any other data sharing arrangements between 
these agencies through the Hub (e.g. DFAT as a provider) – this will be covered in 
separate PIAs 

 The privacy implications arising from other Commonwealth, State and Territory agencies 
participating in the Capability – these will also be covered by further separate PIAs.  

IIS prepared this PIA report in accordance with the Guide to Undertaking Privacy Impact 
Assessments published by the Office of the Australian Information Commissioner (OAIC) and drawing 
upon international privacy best practice approaches. It took the followings steps:  

 Planned the PIA process in consultation with AGD 

 Gathered information by: 
o Reviewing material about the FIS – a full list of documents reviewed is at 

Appendix 1) 

o Holding detailed discussions the AGD and participating agencies, (for a list of 
meetings with stakeholders see Appendix 1) 

 Analysed privacy issues taking account of the requirements of the Privacy Act 1988 (Cth) 
(Privacy Act), the Australian Privacy Principles (APPs) and broader community views on 
privacy 

o In undertaking its analysis, IIS has assumed that images used in Face Matching 
will, at least in some circumstances be personal information whether or not there is 
biographic information attached4  

o IIS also notes that the Privacy Act applies to personal information about 
individuals; the Act defines individual as a ‘natural person’, which means the Act 
does not apply to dead people. While IIS acknowledges this could mean the 
Privacy Act would not apply to face matching involving dead people, it 
understands that the FIS would apply to all matching activities  

 Prepared its draft and final reports taking account of feedback from AGD.  

In undertaking this PIA IIS assumed that recommendations from previous PIAs, where accepted, 
would be implemented. 

IIS also notes that the governance arrangements for the FIS, including important building blocks such 
as the Access Policy, have not yet been finalised. Its PIA is based on the information provided to it at 

                                                      

4 See the Office of the Australian Information FAQ ‘What do I need to think about if I want to put photographs or 
video of people on the web?, which provides that Images of individuals in photographs or video (images) are 
treated as  personal information                                                   under the  Privacy Act 1988                                                   (Privacy Act) where the person's identity is clear or 
can reasonably be worked out from that image. Images of individuals may also contain  sensitive information                                                   if, for 
example, the individual’s racial or ethnic origin or religious beliefs is apparent.    

https://www.oaic.gov.au/agencies-and-organisations/faqs-for-agencies-orgs/businesses/what-do-i-need-to-think-about-if-i-want-to-put-photographs-or-video-of-people-on-the-web
https://www.oaic.gov.au/
http://www.comlaw.gov.au/Series/C2004A03712
https://www.oaic.gov.au/
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the point the PIA was finalised. IIS also notes that the documents it has reviewed are being developed 
to apply even when access to the FIS is expanded, for example, to State and Territory agencies. It 
was outside the scope of the PIA for IIS to consider if the framework at this point, including the 
component policies and templates, is sufficient to address any additional privacy risks in such 
expansion.  

The advice that IIS provides in this report is intended as strategic privacy advice. It is not intended as 
and should not be relied upon as legal advice.   

2.2 Current facial matching arrangements  

Although there is no exact equivalent of the FIS, AFP and DFAT have existing long-standing formal 
arrangements with DIBP to undertake matches of facial images against its holdings. IIS understands 
that over time the FIS would be expected to replace these channels for certain types of matching 
requests. However, this is something that the agencies would assess as the FIS is implemented; it 
would be open to agencies to continue to use the manual processes.  

DIBP is involved, for the purposes of this PIA, as a data Holding Agency. Its data holdings are large – 
millions of images – and are subject to strict protections. DIBP noted it has been responding to 
requests to provide biometric information for law enforcement purposes for many years. Facial 
images provided by citizenship test candidates prior to 17 September 2009 cannot be made available 
to other agencies consistently with the Privacy Act, except with the consent of the persons concerned. 
Other images provided by the applicant with an application, and facial images collected for visa 
purposes can be made available. The quality of images varies widely.  

Currently requests are handled centrally and DIBP officers are required to exercise individual 
judgements about whether or not a request is legally authorised. DIPB noted that under the FIS 
manual scrutiny of the context for a request would be taken away; DIBP would be more reliant on 
agencies to ensure all requests are authorised.5  

2.2.1 AFP  

AFP would currently seek information from DIBP in the context of investigations. Officers would 
provide a photo to DIBP with person specific information for example: 

 Facial image of X – name, DOB, etc 

 Missing person – name, DOB.  

Requests are forwarded to DIBP’s Facial Comparison specialists to determine whether a match can 
be identified. Where an image is provided to DIBP, the image would be enrolled into DIBP’s biometric 
system and matched against existing records. A candidate list of ‘matches’ is generated and a DIBP 
facial comparison specialist would review this. The information that would be provided to the 
                                                      

5 Under the FIS, the mechanism for ensuring requests are properly authorised is governed by the FIS Access 
Policy, Memorandum of Understanding between AGD and participating agencies and interagency data sharing 
agreements between DIBP and Requesting Agencies. 



 

 March 2017 Information Integrity Solutions Pty Ltd 12/47 

requesting law enforcement agency would be dependent on the type of request made and its 
legislative basis. Generally, if there is a match only one result would be provided rather than a range 
of potential candidates. If there is no match nothing will be provided.  

AFP processes call for requests to be justified and logged in the AFP investigation case management 
system. Responses would generally only be a small part of an investigation. The process is limited in 
that it does rely on an image, and in the current processes a reasonably good image, being available. 
AFP also noted that match results obtained through this process could contribute to a line of 
investigation or to generate leads and could be used as evidence in court following analysis by facial 
experts.  

Investigators must be appropriately qualified in accordance with AFP procedures and apply Australian 
Government investigation standards. Requests for facial matching would be logged and recorded in 
the AFP case management system.  

2.2.2 DFAT 

Similarly, DFAT would currently make matching requests to DIBP in the context of investigations, for 
example, in relation passport identity fraud involving a genuine document with a false photo. There 
would have to be a legitimate investigative need identified by one of a small number (less than 10) of 
accredited investigators. Requests are handled via a separate case management system and are 
logged and audited as part of investigations. DFAT has facial matching specialists—it does its own 
matching and does not rely on DIBP to carry out facial matching.  

The DFAT context means the volume of requests is quite low, about 30 in the last 12 months, and it is 
not expected to increase significantly when the FIS is available.  

A matched image could contribute to an administrative decision, for example to reject a passport, or 
to a fraud prosecution. In the case of administrative decisions individuals would be given a full 
statement of reasons, including the fact of facial match where appropriate, and would have the 
opportunity to seek an internal review or a review via the Administrative Appeals Tribunal. Images 
used in the context of prosecutions would be subject to the usual court processes.  

3. About the Capability and the FIS 
The description provided here is intended as a brief overview. The Capability has been described in 
some detail in previous PIAs, and in information AGD has prepared, which is available from the AGD 
website. It is worth noting the key guiding principles for the Capability, which are:  

 Privacy by design: the Capability adopts a hub and spoke architecture to avoid the 
creation of a centralised biometric database. The hub will not store any data other than 
the necessary audit information.  

 Data owners maintain access controls: each agency participating in the Capability will 
retain control over which other agencies may access its information. The scope and 
terms of this access will be set out in formal agreements between participating agencies. 

https://www.ag.gov.au/RightsAndProtections/FOI/Pages/Freedomofinformationdisclosurelog/AustralianGovernmentInvestigationStandards2011andAustralianGovernmentInvestigationsStandards2003.aspx
https://www.ag.gov.au/RightsAndProtections/FOI/Pages/Freedomofinformationdisclosurelog/AustralianGovernmentInvestigationStandards2011andAustralianGovernmentInvestigationsStandards2003.aspx
https://www.ag.gov.au/RightsAndProtections/IdentitySecurity/Pages/Face-verification-service.aspx
https://www.ag.gov.au/RightsAndProtections/IdentitySecurity/Pages/Face-verification-service.aspx
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 Identity resolution by users: the Capability provides a tool to assist agencies with identity-
based decisions, but ultimate responsibility for identity resolution decisions rests with 
individual Requesting Agencies. 

The Capability Hub acts as a router or exchange to facilitate information sharing between agencies on 
a query and response basis. The Hub will support two broad types of facial biometric matching 
functionality between participating agencies, namely identity verification (the FVS) and identification 
(FIS). This PIA is focused on identification, which enables a facial image associated with an individual 
to be compared on a one-to-many basis against images held in government records to help determine 
the identity of that individual, or to detect instances where an individual holds multiple potentially 
fraudulent identities.  IIS emphasises here that the results of a FIS match do not constitute 
identification as such; identification can only be made through human adjudication. 

The FIS is not designed as an evidentiary system. The draft Access Policy prohibits agencies from 
relying on the results of FIS queries as the sole basis for ascertaining a person’s identity for 
evidentiary purposes. Requesting Agencies seeking to use FIS results to help identify a person for 
evidentiary purposes must confirm the accuracy of the information through other channels or 
processes.  

The Hub involves a range of technical and non-technical components that are needed to implement a 
hub and spoke model:  

 A central routing hub to facilitate the secure, automated sharing of facial images and 
associated data between participating agencies 

 A Graphic User Interface (or Portal) for Requesting Agencies to submit searches for 
shared images and biographic details 

 System interfaces and workflow to process search requests and return any match results 
or system/error messages via the Hub.  Data Holding Agencies will use their own facial 
recognition systems to match the received images against existing biometric data 
holdings 

 Agreed common data standards, guidelines and protocols for the exchange of biometric 
information and biographic details between agencies 

 Service interaction, middleware/software requirements and transport protocols as per 
AGD IT standards 

 Security and operational structures and documentation for business as usual, for 
example, help desk, technical incident management, business continuity, disaster 
recovery plans, etc. 

3.1 FIS functions and associated information flows 

The FIS requires the Nominated User within a Requesting Agency to submit a query containing a 
facial image, mandatory demographic details (such as age range and gender), and query 
authorisation details (such as purpose, authorising legislation and an internal reference number). The 
response from a Data Holding Agency will in most cases contain a gallery of up to the 20 highest 
matching images (based on a pre-configured match threshold).   
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IIS understands that the number of images returned by DIBP for a standard FIS query is capped at 
the top 20 above the agreed matching threshold for both security and privacy reasons. The security 
reason relates to the protection of legally assumed or other protected identities (e.g. witnesses under 
protection, undercover police officers). The privacy reason relates to the minimisation of the 
disclosure of personal information of persons that are not the subject of the search request.  

In specific circumstances as defined in the proposed FIS Access Policy duly authorised users will be 
able to request the maximum number of matching images above the agreed threshold. In the case of 
DIBP, this is limited technically to 100 images.  

Upon receipt of the response, the Requesting Agency is then responsible for reviewing the image 
gallery in order to resolve the identity of the person who was the subject of the request. Requesting 
Agencies may only view the biographical details associated with a candidate where the Requesting 
Agency has a reasonable belief that the candidate is the person they are seeking to identify, after they 
have been shortlisted. The system has a functionality to restrict the number of candidates that may be 
placed on a shortlist—a Data Holding Agency may specify how many candidates may be shortlisted, 
for example 3 or 5 candidates out of the initial gallery of 20. Access to the FIS will be made available 
to agencies via a web-based user interface (the Portal) to the Hub that enables users to log in and 
manually enter search requests. 

An administration facility for the FIS is provided through the Portal. It provides the ability for Agencies 
to directly generate reports, perform audit queries of Nominated User activities and download audit 
data.  

Typical information flows involved are shown in the following diagram. IIS notes that this diagram is 
an example only and the faces shown do not reflect actual match thresholds. 
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3.2 Proposed FIS governance arrangements  

The ministerial responsibility for the Capability, including the FIS, is intended to rest with the Law 
Crime and Community Safety Council (LCCSC). The National Identity Security Coordination Group 
(NISCG) is intended to be the officials-level body accountable to the LCCSC for the efficient and 
effective delivery and management of the services. However, the LCCSC is a body of the Council of 
Australian Governments and its involvement will only be triggered if and when State and Territory 
agencies agree to participate in the FVS/FIS (for example in the context of the proposed driver licence 
solution). The LCCSC is not involved where data sharing only occurs between Australian Government 
Agencies.  

Until the NISCG has assumed its biometrics governance responsibilities, the Programme Advisory 
Committee (PAC) fulfils the intended functions of the Governing Body. The PAC is chaired by AGD (at 
SES Band 2 level) and comprises officials at SES Band 1 level from AFP, DIBP, DFAT, Australian 
Criminal Intelligence Commission and Austroads (as an observer).  

AGD and the participating agencies will also have responsibilities under the proposed governance 
arrangements (which at the time of this PIA were well developed but still to be finalised). The 
arrangements would be set out in a series of policies and agreements as follows: 

 FIS Access Policy – An overarching document that sets out the requirements that 
Agencies must meet in order to gain and maintain access to the FIS, and the way and 
purposes for which the FIS may be used. Features include that: 

o FIS use would be limited to: 

− Specified agencies with law enforcement or national security functions  

− Specified permitted purposes  

o Additional authorisation would be required for certain types of queries. 

 Interagency Data Sharing Arrangements (IDSAs) between Requesting Agencies and 
Data Holding Agencies – Sets out the way identity information is shared between parties, 
how privacy and legislative obligations are complied with and safeguards for information 
access and disclosure. 

 Memoranda of Understanding (MOUs) between Agencies and AGD – Outline the level of 
service that AGD agrees to provide to the Agency and the terms and conditions on which 
that service will be provided. 

 Compliance Policy – provides guidance and information on the arrangements for 
monitoring and ensuring compliance with the legal, policy and other requirements for use 
of the Face Matching Services, including how suspension and termination of access to 
the Face Matching Services may be used to deal with non-compliance. 

 Privacy and security measures – the Capability, and each agency’s activities, will be 
subject to robust security standards in accordance with the Protective Security Policy 
Framework and the Information Security Manual. In particular, each agency involved 
must: 

https://www.protectivesecurity.gov.au/Pages/default.aspx
https://www.protectivesecurity.gov.au/Pages/default.aspx
http://www.asd.gov.au/infosec/ism/


 

 March 2017 Information Integrity Solutions Pty Ltd 17/47 

o Undertake or contribute to a PIA on the proposed information flows between 
participating agencies 

o Document arrangements for the retention and destruction of information obtained 
via the Face Matching Services; and circumstances where disclosure of that 
information may be made to third parties 

o Maintain appropriate security accreditation as informed by a Security Risk 
Management Plan 

o Ensure only authorised staff access the FIS and monitor all accesses – Nominated 
FIS Users are generally authorised to submit search requests that meet the 
permitted purposes. A Supervising Officer, holding the position of Executive 
Level 1 or equivalent or above, must monitor their use of the FIS, including by 
regular review of use logs. The Supervising Officer is responsible for ensuring the 
Nominated User’s use of the FIS is reasonably necessary for one or more of the 
permitted purposes and is conducted in accordance with the requirements of this 
Access Policy, relevant IDSAs and other relevant policy and legislation.  

o Requesting agencies must carry out annual audits of their use of the Face 
Matching Services under the IDSA. 

o Requesting and Holding agencies must also complete and submit to AGD for 
consideration by the Governing Body a Compliance Statement that: 

− Provides evidence that its use of the Hub is in accordance with the MOU, 
and the Access Policy relevant to the Services it uses 

− Provides evidence that its technical, privacy and security safeguards are 
working effectively to protect the integrity of the Hub and the Services 

− Documents any breaches of the Agency’s commitments under the MOU 

− Is signed off by its Senior Representative 

 Commitment to transparency – Agencies must ensure that information relating to their 
participation in the FIS is made publicly available. This should include the publication of 
PIAs, IDSAs and statements of legislative compliance. In the event that an Agency is 
prevented from publishing these documents in full for security or other reasons, they 
should be published to the greatest extent possible. AGD will maintain a public register 
listing the above documents and provide a link on its website to where the Agency has 
published the documents or their descriptions. Where an agency is not subject to the 
Commonwealth, state or territory Freedom of Information laws, they are exempt from the 
requirement to publish documents under the draft Access Policy. An Agency must also 
be transparent in its interactions with the public by responding to any enquiries or 
complaints in relation to its participation in the FIS. 
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3.3 Other privacy protective features of the FIS arrangements   

As indicated from the governance arrangements outlined above, and consistent with the possible 
privacy and security risks, FIS use would be subject to strict access controls and safeguards. In 
addition, the design and operation of the FIS has other privacy protective features including that: 

 Unlike the current ad-hoc face matching arrangements, which are reliant in large part on 
action officers properly recording and logging requests and approvals across various 
document management systems, any action taken within the Portal is automatically 
logged and tracked in a single system. This makes the use of the service more traceable 
and auditable.   

 The FIS provides an opportunity for limiting disclosure of information between personnel 
employed within participating agencies. Under the current arrangements DIBP staff are 
provided with a photograph of a suspect or person of interest and justification to 
authorise a search. It might be preferable for the security of investigative operations for 
law enforcement to receive images of a range of potential candidates rather than for 
persons external to the investigation to receive information about a suspect to an 
investigation. 

 While under the FIS more personal information might be disclosed to a law enforcement 
agency (the images of a range of potential candidates are provided under the FIS as 
compared to only a single match being disclosed by DIBP under current arrangements 
with the AFP), there are access restrictions that limit the amount of biographical data that 
would be made available to the AFP. 

 The FIS would not expand or impact on agencies’ powers to deal with personal 
information. Data Holding Agencies and Requesting Agencies using the FIS will be 
required to have existing legal authority to collect, use, store and share facial images and 
related personal information with each other. 

 The FIS is being designed to complement, not replace, existing processes and 
procedures for determining a person’s identity. 

 Only manual queries via a web based Portal would be permitted, there would be no 
system-to-system connections.   

3.4 FIS benefits  

The Capability is intended as a secure, automated and auditable mechanism for the sharing and 
matching of facial images between government agencies for the purposes of identity fraud prevention, 
law enforcement, national security, community safety and service delivery, while maintaining strong 
privacy safeguards. It is expected that the Capability will enhance agencies’ ability to disrupt and 
manage terrorists, foreign fighters, organised criminals and other malicious actors attempting to 
fraudulently obtain and/or use identity credentials to evade detection by national security or law 
enforcement agencies. The FIS could also assist agencies in public safety activities, for example, 
involving identification of missing persons or victims of natural disasters.   
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At this point, the benefits identified are expected rather than realised. While the benefits could be 
quite significant IIS continues to consider that the case for the Capability will be strengthened if 
backed with sound evidence. It made this recommendation in its previous PIA on the design and 
operation of the Hub.6 

IIS understands that developing a Benefits Realisation Model covering both the FVS and FIS remains 
a key deliverable for the project. AGD advises it will ask individual agencies to quantify the specific 
benefits that they expect to achieve through use of the services and to monitor and report on the 
achievement of these benefits over time. To assist with this process AGD will work with agencies to 
develop a consistent methodology for identifying and costing benefits. 

4. Stakeholder consultations  
In accordance with the PIA scope, following completion of the draft PIA and discussions with AGD, IIS 
met with David Vaile, a member of the Australian Privacy Foundation (APF). Prior to the meeting the 
APF received a copy of the draft PIA report and other publicly available information about the 
Capability, Hub and FIS.  

The aim of the meeting was to seek input on any privacy issues for the FIS as it is expected to 
operate. Mr Vaile noted that his comments were made in a personal capacity. As such the comments 
would not necessarily reflect the view of APF, but are consistent with APF’s general approach to 
relevant issues.  

IIS’s final PIA report takes account of most of the matters raised but the views IIS has expressed in 
this report are its own.   

A summary of the matters raised for the FIS operations as particular privacy risks follows. A more 
detailed overview of the comments is at Appendix 2.   

 Privacy risk environment – Potential for the FIS to increase use of facial biometric 
matching in a way that qualitatively changes some decisions about identification, for 
example, is there more likelihood of people having flags, assumed associations or more 
risks in biases in algorithms or identity resolutions  

 Incrementalism – The approach of limiting privacy impact assessments only to 
incremental changes as services are rolled out makes it difficult to effectively assess the 
privacy risks and impacts of a project and for a system as a whole and also makes it 
more difficult for the public to appreciate the implications of the initiative 

 Proportionality of the approach might not have been well considered, in particular with 
respect to the ‘irrevocability’ of biometric credentials    

                                                      

6 National Facial Biometric Matching Capability Privacy Impact Assessment – Interoperability Hub Information 
Integrity Solutions Pty Ltd August 2015 Recommendation 8, P.7 available at 
https://www.ag.gov.au/RightsAndProtections/IdentitySecurity/Pages/Face-verification-service.aspx 

https://www.ag.gov.au/RightsAndProtections/IdentitySecurity/Pages/Face-verification-service.aspx
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 Security features – While the approach outlined was considered comprehensive, it is no 
longer possible to make cast iron guarantees of security and constant review and refresh 
is needed   

 Risk of false matches – Increased use of facial biometric matching increases potential for 
false matches to increase. While noting range of safeguards, suggested need for specific 
monitoring of this risk and for steps to be in place to protect individuals where mistakes 
are made. In this regard, noting the resource/power limitations of the OAIC, individuals 
should have the ability, as recommended by the Australian Law Reform Commission, to 
take statutory action  

 Function creep – potentially a significant area of privacy risk but difficult to address given 
the incremental PIA approach – suggest need for overarching PIA once systems is fully 
rolled out 

 Possible additional recommendations: 

o Include the Auditor-General on the Governing Body to bring an independent view 
and to ensure rigour in audit processes 

o Agency policies and procedures to address inevitable risk of false positives, and 
fact that most responses will be about other persons that are not the individual that 
an agency is seeking to identify  

o Audit or other monitoring to assess rate and effect of false matches and 
publication of results. 

5. Findings on risks and recommendations  

5.1 Overview  

The FIS provides a powerful tool with potential to enhance law enforcement and national security 
capabilities. Its possible benefits are outlined above and in information about the Capability on the 
AGD website, including in the initial PIA of the Capability.  

However, by its nature and proposed use, the FIS also carries privacy risks. IIS has assessed the 
inherent privacy risks in the use of the FIS as high. Factors leading to this assessment are noted in 
the next Section. However, IIS also considers that the proposed design and governance 
arrangements will work to mitigate the risks. With the additional measures IIS recommends, it 
considers the privacy risks are manageable and should be within acceptable limits at the anticipated 
levels of use. 

5.1.1 Factors affecting privacy risks  

In undertaking this PIA IIS identified the following factors that it considers contribute to the high 
privacy risk environment:  

 The FIS has the potential to facilitate a significantly increased volume of data sharing for 
one-to-many facial matching. The current DIBP service involves limited transaction 

https://www.ag.gov.au/RightsAndProtections/IdentitySecurity/Pages/Face-verification-service.aspx
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numbers and generally returns biographical data on only one identified match (the FIS 
may return biographical data on more than one candidate). The actual demand for the 
FIS is not yet known and will depend on each agency’s business needs. However, IIS 
understands that technically the service could handle hundreds of requests per month 
once the FIS is fully operational. Increased data sharing would also increase the 
potential for inappropriate use and associated security risks if the system is not well 
managed. 

 Facial images would meet the Privacy Act definition of sensitive information, which 
includes ‘Biometric information that is to be used for the purpose of automated biometric 
verification or biometric identification; or biometric templates’.7  

o Sensitive information is given extra protection under the Privacy Act usually 
involving extra consent or, where collected by enforcement agencies or used for 
enforcement purposes, requiring the information to be ‘reasonably necessary’ for 
those purposes. 

 One-to-many matching involves some disclosure of sensitive information about other 
persons that are not the individual that an agency is seeking to identify. 

 The law enforcement or national security context for one-to-many facial matching means 
that individuals would not always specifically know if that information about them is being 
collected, used or disclosed (although general information advice about possible uses or 
disclosures for law enforcement purposes might be available in application forms or 
privacy policies). 

 Facial recognition technology is recognised as not infallible. In particular there is potential 
for false positive or false negative matches, which in turn could lead to a range of harms 
to individuals. IIS notes that the FIS arrangements – including that facial specialists in 
Requesting Agencies will verify identities and that there will be a range of other checks 
and balances in the process, including court or administrative appeal procedures – would 
help minimise risks here. However, it also considers that agencies should pay particular 
attention to this issue in their policies and procedures and assessing the effectiveness of 
the service. 

 The FIS is a new initiative and it will necessarily take some time for policies and 
processes to be fully bedded down.      

Also, as IIS noted in its previous PIA a further factor to consider is that the privacy impacts of the 
NFBMC system as a whole could well be greater than the risks at individual agency or Hub level for 
specified activities. IIS considers that ensuring the actual benefits accruing from the Capability are 
evident is important, not least as an input in future privacy risk assessments; in this regard, IIS 
welcomes AGD’s commitment to work on a benefits realisation model.  

                                                      

7 Privacy Act, s.6 see http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html  

http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html
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The areas where IIS considers some strengthening of the governance arrangements is needed 
include oversight of FIS, and in particular ensuring the proposed governance measures are in place 
and working, and that the FIS operations are transparent. IIS has also recommended additional risk 
assessment before expanding access to the FIS and some additional protection where Requesting 
Agencies are seeking information for community safety purposes or in relation to images of minors. 
These issues are discussed in detail in the following Section.  

5.2 Findings and recommendations  

This Section of the report discusses the privacy risks that IIS has identified following its review of 
relevant information flows, documents relating to the proposed operation of the FIS, its discussions 
with AGD and agencies and its analysis of privacy issues against the APPs in the Privacy Act. This 
analysis is set out in Appendix 3 to the report.  

IIS notes that the governance arrangements for the FIS, including important building blocks such as 
the Access Policy, are well developed but have not yet been finally agreed. The PIA is based on the 
information IIS had available to it at the point the PIA was finalised.  

There are a number of aspects of the APPs where IIS recognises potential privacy risks but considers 
these are likely to be well managed by steps AGD or agencies would be taking, for example in 
relation to management of security or access risks. In these cases, IIS has not identified the need for 
specific additional measures but considers the risks reinforce the need for strong accountability and 
transparency. 

5.2.1 Governance arrangements – FIS  

AGD has identified privacy as a key issue for the operation of the Capability, and the FIS in particular, 
and Privacy by Design is one of its guiding principles. A strong privacy governance framework is 
increasingly recognised as the starting point for the effective management of privacy risks. 

The arrangements for the FIS include a range of measures that go to good governance, including 
identifying roles and responsibilities, the requirements for PIAs at various points, detailed policies and 
arrangements and requirements for regular audits and compliance reports. However, IIS considers 
that the draft documents lack some detail and clarity on privacy measures that will be adopted, on 
privacy roles and responsibilities and on steps to ensure the arrangements are implemented and 
effective. The areas where IIS suggests additional measures are discussed below. 

5.2.1.1 Governing body  

As noted earlier, it is expected that the NISCG will be the Governing Body for the Capability, including 
the FIS, with ministerial responsibility resting with the LCCSC. However, these arrangements will not 
apply unless and until State and Territory agencies agree to participate and in the meantime the PAC 
would take that role. 

IIS’ earlier PIA on the Hub design and implementation identified some risks in the then proposed 
governance body arrangements. The issues identified related to the complexity of the arrangements 
and lack of specific oversight responsibilities and accountabilities. To some extent these is less of an 

https://www.ag.gov.au/RightsAndProtections/IdentitySecurity/Documents/Privacy-Impact-Assessment-National-Facial-Biometric-Matching-Capability.PDF
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issue for the current operation of the FIS where only Australian Government agencies are involved. 
However, there were also concerns noted in the earlier PIA about the options to provide independent 
privacy views into the process. The Department’s response to that PIA took the view that these issues 
were addressed by the makeup of the LCCSC, which includes Attorneys-General with legislative and 
policy responsibility for privacy, and the NISCG where the Australian Privacy Commissioner 
participates as an observer. IIS considers that particularly in the early stages of the FIS development 
and implementation there will be a need to keep a focus on privacy issues. It considers that inviting 
the Privacy Commissioner or his representative onto the PAC until the NISCG takes up its 
responsibilities would be one way to achieve this.    

Recommendation 1 – Programme Advisory Committee to include Privacy Commissioner or 
representative 

IIS recommends that while the Programme Advisory Committee acts as the Face Identification 
Service Governing Body it should include the Privacy Commissioner, or the Commissioner’s 
nominated representative. The Commissioner or nominated representative should have a role 
equivalent to that the Commissioner would hold on the National Identity Security Coordination Group 
when it takes on the role of the Governing Body for the Capability.  

5.2.1.2 AGD and Governing Body roles and responsibilities  

The respective roles and responsibilities of FIS participants as set out in paragraphs G-J in the 
current draft of the FIS Access Policy are, in summary, as follows: 

 The Governing Body is responsible for developing policy and procedures to support the 
operation of the FIS and it monitors and reviews the operation of the policy and any 
supporting guidelines or procedures to help ensure that information sharing via the FIS 
continues to meet the objectives of all participants 

 AGD is responsible for managing the Hub and can suspend or terminate access (on its 
own initiative or at the request of the Governing Body or a Holding Agency) in 
accordance with the FMS Compliance Policy. It is not responsible for PIA outcomes, or 
for monitoring or enforcing compliance with IDSAs or agreed levels of use of the FIS 

 Agencies are responsible for ensuring their PIAs, and IDSAs (or equivalent) fulfil the 
Access Criteria in Part F of the Access Policy. Agencies are also responsible for 
developing business systems and processes to implement Access Criteria 6-10.8 

IIS notes that other aspects of FIS governance, and related roles and responsibilities, are addressed 
elsewhere in the Access Policy and in other FIS governance documents such as the IDSA and the 
MOUs. However, IIS has identified a number of issues in the roles and responsibilities as currently set 
out, as follows:  

                                                      

8 This description is drawn from the FIS Access Policy, version 0.5  
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 Protection of privacy is not explicitly mentioned as an objective for the Governing Body, 
potentially leaving open the possibility for this to become less of a focus as the FIS is 
implemented as set out in this PIA or in future expansions  

 Responsibility for ensuring the requirements of the Access Policy are reflected in agency 
arrangements and for reviewing audit and compliance reports, is implied in the role of the 
Governing Body but is not explicit  

 The AGD role seems to exclude any active engagement in audit and compliance 
monitoring  

 Agency obligations to actively implement the systems and processes to meet the 
requirements of the Access Policy are implied but are not clearly stated.  

IIS understands from its discussions with AGD that the Access Policy is intended to reflect that 
agencies have primary responsibility and accountability for their use of the FIS including meeting 
obligations under the Access Policy, the Privacy Act and other government policies, standards and 
laws. That said AGD also considers that there are mechanisms in place for Governing Body 
consideration of agency compliance. AGD noted that it would provide secretariat support to the 
Governing Body and, for example, would receive audit reports and Compliance Statements from 
participating agencies and provide them to the Governing Body. Relevant provisions noted were as 
follows: 

 Clause (Cl) 21.9 of IDSA: The Parties acknowledge that the Attorney-General’s 
Department will table the Annual Audit Reports obtained under 21.8 for the approval or 
action of the Governing Body. 

 Cl 7.5 of MOU: Each Compliance Statement will cover a 12-month period beginning in 
February of the previous year and ending in February of the year in which a Compliance 
Statement is required to be submitted to AGD under paragraph 7.3. 

 Cl 7.6 of MOU. The Agency will provide recommendations that may be made to it in 
relation to its use of and/or service provision to the Interoperability Hub to the Governing 
Body as information becomes available. This information may come from reports to the 
Agency from areas such as: 

o 7.6.1  audits of the Office of the Australian Information Commissioner 

o 7.6.2  review bodies of states/territories, and 

o 7.6.3  other audits or reviews. 

 Page 8 of the draft Compliance Policy: The Requesting Agency annual audits, 
Interoperability Hub annual assessment and Compliance Statements will be provided to 
the Governing Body for its consideration. Where these reports contain recommendations, 
the Governing Body will oversee the implementation of these recommendations, as 
appropriate. 

IIS acknowledges these mechanisms. It also notes that AGD retains the discretion to suspend or 
terminate agency access to the FIS. However, it considers that, for certainty, the Access Policy, or 
other publicly available and binding governance document, should reflect a clearer statement of 
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AGD’s responsibilities, including its secretariat role. It also considers that the Governing Body’s role 
should include privacy protection as an objective. The role should also include monitoring agency 
compliance with policies and agency use of the FIS and the expectation that the Governing Body will 
take action if policies are not implemented.  

Recommendation 2 – Access Policy to ensure clear responsibility for privacy and for oversight 
of agency use of the FIS.  

IIS recommends that the Attorney-General’s Department and the Governing Body ensure that the 
Face Identification Service Access Policy or another appropriate, publicly available and binding 
governance document, set out clearly their respective privacy roles and responsibilities, in particular 
in relation to:  

 Overall privacy governance  

 The secretariat role to the Governing Body 

 Reviewing Interagency Data Sharing Arrangements to ensure consistency with the 
Access Policy  

 Reviewing agency audit and compliance reports to identify the need for compliance 
action or amendments to policy 

 The entities which are expected to take steps to address any compliance or audit issues.   

5.2.1.3 Monitoring national security use of FIS  

The FIS is intended to support national security activities undertaken by bodies within the Australian 
intelligence community.9 Bodies undertaking such functions are generally not subject to the Privacy 
Act. This means that some of the proposed privacy protection arrangements for the use of the FIS, for 
example, undertaking and publishing PIAs, might not be applicable.  

Intelligence agencies’ use of the FIS for national security purposes, like their other collection and use 
of personal information, is subject to privacy rules and would be subject to existing oversight 
mechanisms such as the IGIS.10  

IIS considers that in recognition of the fact that the FIS a new tool and, in IIS’ view, carries high 
inherent privacy risks, scrutiny of the use of the service for national security purposes is worth some 
additional priority in the initial implementation phases. IIS also considers that to the extent possible 
information about FIS use for national security purposes should be published. IIS makes a similar 
recommendation (Recommendation 6 below) for other agencies’ use of the FIS.  

                                                      

9 For details of the agencies involved and their roles see https://www.igis.gov.au/australian-intelligence-
community  
10 For more information about the privacy rules and IGIS oversight see https://www.igis.gov.au/australian-
intelligence-community/aic-privacy-protections 

https://www.igis.gov.au/australian-intelligence-community
https://www.igis.gov.au/australian-intelligence-community
https://www.igis.gov.au/australian-intelligence-community/aic-privacy-protections
https://www.igis.gov.au/australian-intelligence-community/aic-privacy-protections
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Recommendation 3 – Monitoring national security use of Face Identification Service  

IIS recommends that the Governing Body ask the Inspector-General of Intelligence and Security, 
where it has relevant oversight responsibility, to give priority for a period to monitoring use of the Face 
Identification Service particularly with respect to the requirements of the Face Identification Service 
Access Policy and to report on use to the extent consistent with national security obligations. 

5.2.1.4 IDSA privacy provisions  

Materials describing the Capability and the identity services (for example, the NFBMC Blueprint and 
AGD’s Fact Sheet on Face Matching) emphasise that use of the services will be subject to strong 
privacy safeguards. The proposed arrangements, for example as set out in the draft Access Policy, 
the draft Compliance Policy and the MOU and IDSA templates, in turn emphasise agencies’ 
obligations under relevant applicable privacy laws or rules. They also set specific requirements in 
relation to privacy training, security and access, auditing and handling of privacy queries and 
complaints. Under their MOU with AGD, agencies would also be expected to include in compliance 
reports information evidence that ‘technical, privacy and security safeguards [are] working effectively 
to protect the integrity of the Interoperability Hub and the Services’.  

IIS recognises and welcomes this focus on privacy protection. However, it also notes that the IDSA at 
Section 16 sets out requirements for Security Accreditation but that there is no similar provision for 
privacy.  

IIS observes that the Section includes matters such as the preparation of a Security Risk 
Management Plan (SRMP) and for security accreditations based on the SRMP. While there are no 
current requirements for privacy accreditation, in accordance with APP 1, it is at least good practice 
for agencies to undertake privacy risk assessments and to have in place privacy governance 
frameworks.11 IIS considers that privacy governance should also be called out in the IDSA.  

Recommendation 4 – Interagency Data Sharing Arrangement to require adoption of privacy 
governance framework  

IIS recommends that the Attorney-General’s Department amend the Interagency Data Sharing 
Arrangement template to include privacy governance and management standards, for example as per 
the Office of the Australian Privacy Commissioner privacy management framework, as well as 
security accreditation requirements. 

5.2.2 Agency privacy management  

IIS’ discussions with agency stakeholders indicated a strong awareness of the need for specific 
policies on their use of the FIS, addressing privacy risks and appropriate use of the systems and a 
commitment to ensuring these are in place. The agencies identified some gaps that they anticipated 
they would need to address. These included the need for:  

                                                      

11  Privacy management framework: enabling compliance and encouraging good practice 
https://www.oaic.gov.au/agencies-and-organisations/guides/privacy-management-framework  

https://www.oaic.gov.au/agencies-and-organisations/guides/privacy-management-framework
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 Stronger or more specific policy and/or controls on the use of facial recognition that might 
include information and training on the risks in one-to-many matching, including the risk 
of false positive matches, policy on appropriate Hub use and when and how it should be 
used, caution against fishing expeditions, and processes and requirements for the 
destruction of images  

 Additional governance processes to authorise use taking account of the nature of the 
purpose of the request and the Access Policy requirements 

 Amendments to privacy policies.  

IIS strongly supports the need for such material, which would assist agencies to demonstrate their 
compliance with APP 1 as well as compliance with the specific FIS privacy requirements.   

Recommendation 5 – Holding and Requesting Agencies to have privacy policies and 
procedures that address use of one-to-many facial matching 

IIS recommends that the Australian Federal Police, Department of Immigration and Border Protection, 
and the Department of Foreign Affairs and Trade ensure their respective privacy policies, operating 
procedures and guidance materials are augmented to address the particular privacy risks associated 
with one-to-many facial matching and the agency’s approach to managing associated privacy risks.  
In particular, agencies should ensure: 

 Their application forms, privacy policies and other privacy material provide appropriately 
detailed information about the use or disclosure of information for face matching activities 

 Their policies and procedures address the limitations or constraints of facial recognition 
technology and the associated privacy risks, including the risk of false positives, and the 
steps the agency will take to minimise the potential for harm to individuals. 

5.2.3 Transparency – publishing information about FIS use  

The FIS is expected to enhance the capacity for law enforcement and national security agencies to 
exercise their powers. The exercise of powers by these would generally be expected to be 
‘Transparent and Accountable’. 12 

IIS has made some recommendations in an earlier part of this report to strengthen accountability 
mechanisms and considers transparency here. It notes firstly that AGD has taken positive steps in 
this regard by publishing the initial PIA of the Hub design and implementation and the Department’s 
response, and the FVS Access Policy, MOU template and IDSA template.13  

                                                      

12 This principle is set out for example, in the Office of the Australian Information Commissioner’s Fact Sheet 3: 
4A framework — A tool for assessing and implementing new law enforcement and national security powers 
available at https://www.oaic.gov.au/individuals/privacy-fact-sheets/general/privacy-fact-sheet-3-4a-framework-a-
tool-for-assessing-and-implementing-new-law-enforcement-and-national-security-powers  
13 As noted earlier, see https://www.ag.gov.au/RightsAndProtections/IdentitySecurity/Pages/Face-verification-
service.aspx  

https://www.oaic.gov.au/individuals/privacy-fact-sheets/general/privacy-fact-sheet-3-4a-framework-a-tool-for-assessing-and-implementing-new-law-enforcement-and-national-security-powers
https://www.oaic.gov.au/individuals/privacy-fact-sheets/general/privacy-fact-sheet-3-4a-framework-a-tool-for-assessing-and-implementing-new-law-enforcement-and-national-security-powers
https://www.ag.gov.au/RightsAndProtections/IdentitySecurity/Pages/Face-verification-service.aspx
https://www.ag.gov.au/RightsAndProtections/IdentitySecurity/Pages/Face-verification-service.aspx
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IIS’s review of the relevant FIS material indicates, as noted earlier, that AGD also is proposing a 
range of positive steps to support transparency for this service. These include that AGD is proposing 
to publish the FIS Access Policy, and MOU and IDSA templates on its website. AGD is also proposing 
to have a register of completed IDSAs, MOUs and PIAs that would be publicly available. AGD advises 
it anticipates that at a minimum there will be a list of these documents on the AGD website. However, 
the publication of the full text of the documents is still subject to negotiation between the agencies.   

AGD advises that at this point there is no proposal for agencies to publish audits or compliance 
statements. However, these will be provided to the Governing Body. AGD advises it would work with 
relevant agencies to monitor implementation of recommendations arising from compliance reports, 
drawing issues to the attention of the Governing Body as required. IIS considers this is a positive step 
but considers that the extra step of publishing audit reports would also be justified except to the extent 
this would compromise investigative or other techniques or objectives.  

IIS also raised the possibility of publishing some information about FIS use, for example, annual 
information about the number of transactions by Holding Agency and Requesting Agency and the 
purpose for the request. Reporting such as this is required under the Telecommunications 
(Interception and Access) Act 1979 (TIAA).14  

AGD advised that it does not currently have any specific plans to publish information on FIS use but 
this was something that could be considered. Any such reporting would need to take account of 
participating agencies views about possible security concerns.  

Overall, IIS consider transparency measures as proposed are in the right direction, provided that 
agencies do decide on publishing PIAs, to the extent feasible. IIS considers publishing audit reports 
and about FIS usage would complement the measures already proposed.  

Recommendation 6 – Publication of information about Face Identification Service use 

IIS recommends that the Attorney-General’s Department or the Governing Body:  

 Publish annual reports on the usage of the Face Identification Service, by Holding 
Agency and Requesting Agency, with sufficient detail to enable an understanding of the 
volume of use and the purposes for which it is used  

 Publish Face Identification Service audits identifying any issues and the remediation 
planned. The documents should be published in full, or to the greatest extent possible in 
the event that an Agency is prevented from publishing them in full for security or other 
reasons. 

                                                      

14 See https://www.ag.gov.au/NationalSecurity/TelecommunicationsSurveillance/Pages/default.aspx  

https://www.ag.gov.au/NationalSecurity/TelecommunicationsSurveillance/Pages/default.aspx
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5.2.4 Collection of information (APP 3) and dealing with Information (APP 6) 

The FIS arrangements start from the position that the FIS will not expand agencies’ powers to deal 
with personal information. Agencies using the FIS must have existing legal authority to collect, use, 
store and share facial images and related personal information. 

However, in recognition of the privacy and security risks inherent in the use of one-to-many facial 
recognition via the Hub, AGD is working on developing a more limited and appropriately accountable 
access framework. This will be set out in the FIS Access Policy and access to the FIS will be subject 
to compliance with the Access Policy (expressed via IDSAs, MOUs and confirmed by compliance 
reports and audits).  

AGD, in consultation with agencies, and drawing on the results of this and other PIAs, is aiming for a 
framework that will allow for effective use of the FIS while maintaining appropriate privacy and 
security protections, including for legally assumed identities (for example, witnesses under 
protection), and taking account of technical and operational constraints. Options are being considered 
on the following dimensions: 

 The agencies which would be permitted to use the FIS  

 The purposes for which requests would be permitted  

 Transaction level authorisations  

 Number of images that a Holding Agency should provide in response to a request  

 Nature of supervision and audit.  

In addition, there is a strict surrounding framework proposed that includes a limited number of 
authorised users, separation of functions (users cannot make FVS and FIS queries in relation to the 
same data source at the same time) and regular review and refresh of authority to access the FIS. 
The proposed framework also anticipates training requirements including privacy and security; the 
requirements here are still to be settled.  

IIS welcomes the concern for privacy interests reflected in its discussions with AGD and agencies and 
in the draft Access Policy. It recognises this is a difficult policy area and that there is a need for 
sufficient flexibility to allow the systems to work. At the same time, IIS considers there is potential for 
scope creep in relation to how the agencies that are the subject of this PIA can use the system for 
which purposes, and in how the actual provisions of the Access Policy are interpreted and applied. IIS 
also flags that there is also potential for scope creep in the type of agencies that are given access to 
FIS and the types of permitted purposes.  

IIS is not suggesting additional limitations here but is suggesting some additional safeguards in 
relation to the agencies authorised to access the FIS and for some of the specified purposes.  

5.2.4.1 Authorised agencies 

IIS understands that the intention is to limit FIS access essentially to law enforcement and national 
security agencies or agencies with those functions. There is agreement on the need to keep access 
limited and tight but what this means in practice is still to be fully resolved. The difficulty has been in 
finding a way to clearly express which agencies are ‘in’ and which are not.  
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In discussion with AGD, IIS flagged the possibility of using the TIAA definition of ‘criminal law 
enforcement agencies’. AGD advised that this list includes agencies that will not have access to the 
FIS (for example, ACCC, ASIC) and does not include agencies that will have access to the FIS (e.g. 
DFAT, ASIO, DIBP). It also advised that the TIAA provides the ability for the Minister to make a 
declaration to expand the range of agencies able to receive access to telecommunication interception 
(TI) information and, while an agency may be eligible to receive access to TI information, it does not 
necessarily follow that the agency would have a reasonable need to access the FIS. 

Similarly, the definition of ‘enforcement agencies’ in the Privacy Act is seen as not appropriate as it is 
too broad and again is not an exhaustive list.  

AGD’s current approach is to define a smaller group of agencies, which would be listed in an 
attachment to the Access Policy (and published with the Access Policy). The current list includes the 
AFP, DIBP (to the extent it is exercising a function relating to its Border Protection responsibilities), 
DFAT, agencies within the Australian intelligence community, the Australian Commission for Law 
Enforcement Integrity and the Australian Criminal Intelligence Commission. The list also includes 
State and Territory police and anti-corruption bodies. IIS understands that at the time of writing, the 
majority of these bodies do not yet have access to the FIS.  

IIS considers including the list of defined agencies an appropriate solution. However, it would be 
problematic from a privacy perspective if this list could be changed without the opportunity for due 
scrutiny. IIS acknowledges that the FIS arrangements call for PIAs before Requesting and Holding 
Agencies enter into IDSAs. However, it considers it would be preferable for agency access to be able 
to be assessed more holistically and as early as possible once such a change is contemplated. It 
therefore considers there should at least be a need for a PIA to be undertaken before any changes 
are made to the types of authorised agencies as currently proposed, or if there are any significant 
changes to the list before the Access Policy is finalised.  

Recommendation 7 – Amendments to Face Identification Service Access Policy to be subject 
to a privacy impact assessment  

IIS recommends that the Governing Body commission an independent privacy impact assessment 
before making any substantive changes to the Access Policy (once finalised) with respect to 
expanding the purposes for which Requesting and Holding Agencies can share facial images.  

5.2.4.2 Authorised purposes 

The FIS arrangements are intended to ensure that use of the FIS is appropriate and also to give 
Holding Agencies assurance that their disclosures of facial biometric information to Requesting 
Agencies are consistent with the Privacy Act, because they are ‘reasonably necessary’ for 
enforcement purposes or are otherwise authorised by law.   

The current draft of the Access Policy specifies a set of permitted purposes for which agencies may 
access the FIS. The permitted purposes here would include:  

 Serious identity related crime, which would involve: 
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o Manufacturing, dealing, possessing false identification material, or possessing 
equipment/materials to manufacture false identification material 

o Fraudulently using identity information to obtain a financial or other benefit or to 
avoid obligation 

o Any unlawful act (not elsewhere specified) associated with the fraudulent use of 
identity information 

 For general law enforcement: preventing, investigating and prosecuting serious 
indictable offences under Commonwealth, State and Territory laws carrying a maximum 
penalty of not less than three years imprisonment, for example: 

o Homicide and related offences,   

o Abduction, harassment and other offences against the person 

o Prohibited and regulated weapons and explosives offences 

o Property damage and environmental pollution 

o People Smuggling and People Trafficking 

 For National Security: conducting investigations or intelligence activities for purposes 
relating to national security, including counter-terrorism 

 For Operational Security: activities to promote the security of agency assets, facilities or 
personnel: Protective Security, Personnel Security, including security or criminal 
background checking (the use of the FIS for this purpose will be strictly limited to 
personnel with these functions).  

 For Community Safety 

Nominated Users making a standard FIS query would not require further transaction-by-transaction 
authorisation. These are queries the purpose for which are likely to be reasonably clearly understood 
and expected law enforcement or national security purposes. Their use of the FIS would need to be 
regularly monitored by a supervising officer based on audit logs that would include the purpose 
category (see Appendix 3 for information that is expected to be logged).    

The draft Access Policy also provides a process for authorisations in situations where the privacy or 
security risks are potentially more critical and where stronger assurance of the need for the 
information would be warranted. In these cases requests must be initiated by a Nominated User and 
authorised by a senior officer, for example an Inspector/Executive Level 2 or equivalent or above. The 
draft Access Policy provides that ‘Authorising Officers not only authorise transactions but are 
responsible for taking action to address any unauthorised use by the Nominated Users under their 
supervision in accordance with the FMS Compliance Policy, MOU and IDSA.’ Such authorisations 
would be needed for information that is sought for: 

 ‘Other serious indictable offences’ carrying a maximum penalty of not less than three 
years imprisonment 

 Identify witnesses to a crime 
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 Community safety 

 Returning image galleries larger than 20  

 Persons under the age of 18 years.  

IIS notes that Data Holding Agencies would not be obliged to respond to requests only because they 
fit these criteria. It would be open to agencies to agree to only use the FIS for a subset of the 
permitted purposes. For example, an agency might decide not to allow the FIS to be used for 
identifying witnesses or for property damage.  

While the actual impact of the Access Policy will need to be considered once it is in operation, IIS 
considers that the policy appears to provide a reasonable starting framework, subject to the following 
comments in relation to community safety and images relating to minors.  

Community safety  

The Access Policy notes that provisions relating to community safety have been included in 
recognition that there may be circumstances which warrant use of the FIS to help prevent harm to an 
individual or the broader community, but which do not involve serious indictable offence, for example:  

 Where people are reported as missing 

 To assist in identifying unidentified human remains 

 To Identify persons to: 

o Lessen or prevent a serious threat to the life, health or safety of any individual  

o In relation to addressing risks to public health or safety  

o In relation to disaster events or special security events15.  

The matters listed here are similar to the exceptional circumstances listed in s16A of the Privacy Act. 
However, the Access Policy does not reference the Privacy Act’s additional protections for some of 
these exceptions.16  

The Policy does warn that ‘FIS searches conducted for the purpose of community safety must not be 
used to identify persons undertaking activities that involve the peaceful, lawful expression of political, 
religious or other views, such as public protests or demonstrations’ but does not point to other 
limitations or guidance.  

                                                      

15 IIS has been advised that ‘special security events’ are events that have a high risk due to large numbers of 
people and/or high profile attendees even if there is no specific threat. Police generally assign special task forces 
to ensure security during such events. Examples would include high profile events such as the Commonwealth 
Heads of Government Meeting (CHOGM), the Olympic Games or Sydney NYE fireworks. 
16 For example the  Privacy (Persons Reported as Missing) Rule 2014, made under s.6A(2) of the Privacy Act, or 
the provisions relevant to the declaration of disasters in s.80J of the Privacy Act.   
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AGD advised that the community safety provisions have been drafted with a level of generality as, for 
example, the use of the FIS by State and Territory agencies for emergency or disaster related 
purposes might be authorised by State and Territory legislation that permits information sharing over 
and above that authorised by the Privacy Act.  

IIS welcomes the additional approval required for the use of the Community Safety category and the 
commitment to considering further limitations. However, IIS considers this is an area where the actual 
or perceived privacy risks could be considerable. If the intention remains to limit upfront constraints 
IIS suggests both additional audit requirements and reporting on use of the provision.  

Recommendation 8 – Additional auditing requirements where Face Identification Service used 
for community safety   

IIS recommends that the Attorney-General’s Department amend the Face Identification Service 
Access Policy to require that the proposed annual audits of Requesting Agencies must examine 
community safety purpose requests taking into account the greater privacy risks. The aim should be 
to identify if, in addition to meeting requirements of the Access Policy, the use is likely to be consistent 
with community expectations about the use of face matching in such contexts as expressed, for 
example, by the qualifications currently included in the draft Access Policy or in relevant privacy 
regulator guidance or as identified following discussions with privacy regulators. IIS also recommends 
that detailed information about uses for community safety be published, for example by inclusion in 
reports such as are proposed in Recommendation 6. 

Matching images involving minors  

The question of matching images relating to minors also raises difficult policy issues. AGD has 
recognised that there are additional risks in this area that are directly affected by the age of the young 
person involved. Policy matters to consider include:    

 Community perceptions about the appropriateness of facial matching for younger people 

 The accuracy of matches as, for example, the facial features of children change more 
over a shorter period of time than the facial features of adults 

 The potential for long-term impact on young people labelled (justifiably or not) as 
delinquent or criminal.  

At the same time AGD advised that it considers there is a case for allowing searches relating younger 
people in some circumstances. It points, for example, to recent cases where young children between 
the ages of 10 and 14 have been involved in national security investigations. AGD also considers that 
young offenders could be also, in a sense, victims themselves, and that early identification of young 
suspects could allow for more successful intervention through counter-radicalisation or other 
diversions. AGD also notes that the primary use of the tool for minors could be in terms of identifying 
minors as victims of crime.  

Agencies also pointed out that in assessing the privacy issues associated with the matching of 
images involving minors, it is important to note that there will be limited data sources containing 
images of minors.  
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AGD is currently proposing an approach that would allow FIS queries relating to persons under the 
age of 18 years of age to be conducted with the approval of an appropriately senior Authorising 
Officer where:  

 The query relates to a victim in relation to any of the permitted purposes in the Access 
Policy – identifying victims who are minors is especially relevant in the context of 
identifying victims of child exploitation – or to a person who is otherwise at risk of harm, 
or has suffered harm or 

 The query relates to a person of interest: 

o In relation to an offence under the general law enforcement purpose, other than 
terrorism offences, in which case only images of persons aged 14 years or over 
may be returned, or 

o In a national security investigation or for a terrorism offence, in which case only 
images of persons aged 10 years or over may be returned. 

AGD is also considering whether there are ways to flag the date on which an image was captured so 
as to ensure age variations can be taken into account. However, it notes this is likely to be technically 
difficult.  

IIS welcomes the care being taken to reach a position. IIS also considers that AGD should also 
consider, taking account of the potential for false positives (or negatives) and other risks it has 
identified, if there is more that can be done to protect minors if their images are matched and action is 
taken as a result.   

Recommendation 9 – Extra protection for the handling of minors’ images 

IIS supports AGD proposals to explore technical options to minimise the privacy and other risks that 
could arise where there are requests to match minor’s images. It recommends that AGD and 
Requesting Agencies, in consultation with Data Holding Agencies, also review the specific privacy 
risks that might arise for minors where their images are matched and assess if additional protections 
are needed, for example, in the handling of images or in the applicable investigation standards.   
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6. Appendix 1 – Background materials and consultations  

6.1 Project and policy documents reviewed for the PIA  

Documents provided for the PIA  

Attorney-General’s Department – I.T. Security and Cyber Assurance, Approval to Operate - National 
Facial Biometric Matching Capability Hub 

Attorney-General’s Department National Facial Biometric Matching Capability Hub Security Risk 
Management Plan Version: 2.0, Release Status: Final, Date: 25 August 2016  

Attorney-General’s Department National Facial Biometric Matching Capability Statement of 
Applicability 

Blueprint - AGD National Facial Biometric Matching Capability – June 2016 

Data Holding Agency - Services MoU Template – Facial Verification Service – 
CLEAN 1 September 2016  

Department of Immigration and Border Protection Face Identification Service Data Flow Diagram 

Dual - Services MoU Template - FVS - CLEAN - 1 September 2016  

Face Matching Services – draft Compliance Policy National Facial Biometric Matching Capability V. 
1.3 

Face Identification Service Access Policy V0.3  

Face Identification Service Access Policy V0.3 – Face Identification Service Approved agencies  

Face Identification Service Access Policy V0.4  

Face Identification Service Access Policy V0.5  

Face Identification Service Access Policy V0.5 Annexure B 

Face Identification Service Privacy Impact Assessment – Questions from IIS  

Facial Verification Service Access Policy – Programme Advisory Committee Approved out of 
session - September 2016 

Facial Verification Service Audit Record 2 161202 

FINAL - Lockstep PIA Report 1 - DFAT Access to DIBP FVS Retrieve for Citizenship & Visa 

FINAL - Lockstep PIA Report 2 - AFP Access to DIBP FVS Retrieve for Citizenship & Visa 

FINAL - Lockstep PIA Report 3 - DFAT Access to DIBP FVS Match & Search for Citizenship & Visa 

FINAL - Lockstep PIA Report 4 - AFP Access to DIBP FVS Match & Search for Citizenship & Visa 

Identity Security - Biometric Capability - Face Identification Service Access Policy - V1 - 1 Sept 16 
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Documents provided for the PIA  

Interoperability Hub – Identification – Identify Function – Department of Immigration and Border 
Protection 1.0 160610 

Master - User Scenarios - Interoperability Hub - Feb 2016 - National Facial Biometric Matching 
Capability 

National Facial Biometric Matching Capability Face Verification Service Interagency Data Sharing 
Arrangement – CLEAN - 1 September 2016 version 

National Facial Biometric Matching Capability IRAP Compliance Report 

National Facial Biometric Matching Capability – Face Identification Service Options on handling of 
minors’ images 

Privacy Impact Assessment for the Face Verification Service Attorney-General’s Department 
Response  

Requesting Agency - Services MoU Template – Facial Verification Service – CLEAN version 
1 September  

6.2 Meetings held with agency stakeholders 

Date Agency/s Participants  

6 September 
2016 

AGD Piers Cousins, Mathew Lyneham, Bearyn O'Donnell Duncan 
Anderson, Premini Indran, Evangeline Lam, Michael Fox 

4 October 2016 DIBP Maria Alves, Lyn Hinds, Nick Burridge, Galen Carlin (with 
AGD staff Duncan Anderson, Piers Cousins, Bearyn 
O’Donnell, Evangeline Lam) 

31 October 2016 DFAT Shaanti Sekhon, David Chadwick (with AGD staff Premini 
Indran, Evangeline Lam)  

31 October 2016 AFP Bruce Comber, Bianca Francis, Nathan Scudder (with AGD 
staff Premini Indran, Evangeline Lam, Andrew Botham, 
Bearyn O’Donnell) 

8 November 2016 DFAT Troy Kaizik, Todd Brown (with AGD staff Duncan Anderson, 
Premini Indran, Evangeline Lam) 

January 2017 OAIC AGD circulated draft PIA report to the OAIC for comment  

6.3 Meetings held with other stakeholders 

Date Organisation  Participants  

18 January 2017 Australian Privacy Foundation  David Vaile  
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7. Appendix 2 – Observations from David Vaile, Australian 
Privacy Foundation 

This section expands David Vaile’s observations on the possible privacy risks associated with the FIS 
operations that are summarised in Section 4 above. These comments were made in a personal 
capacity and do not necessarily reflect the views of APF, but are consistent with APF’s general 
approach to relevant issues.  

 Privacy risk environment – does the FIS increase use of facial biometric matching in a 
way that qualitatively changes some decisions about identity, more likelihood of people 
having flags, assumed associations, more risks in biases in algorithms or identity 
resolutions.  

 Incrementalism – The approach of limiting privacy impact assessments only to 
incremental changes as services are rolled out makes it difficult to effectively assess the 
privacy impacts of the system. This reliance on incrementalism as a strategy is a 
systemic concern, especially for expandable technologies, such as data hubs, and 
technologies whose uses, functionality and risks are likely to develop and spread, like 
facial biometrics. It reduces capacity for identification of risk factors and scenarios, for 
public appreciation of implications of acceptance of initial instances, and for 
proportionality assessment in respect of the life cycle. If done unintentionally, this 
unwittingly interferes with risk assessment, which is regularly deficient in large IT 
systems; if intentionally, it undermines the basis for future trust. 

 Proportionality of approach needs to be considered - evidence for costs and risks 
projected onto those outside the operational environment, especially data subjects, 
typically not well investigated; independent verifiable evidence of comparative 
effectiveness for specific identified purposes, compared to alternative options, and 
weighted by the significance of those purposes, is often not well examined. In this case, 
irrevocability of biometric credentials in the event of a breach, hack or unwelcome 
transfer (say to a foreign power) creates a potentially significant lifelong risk for the data 
subject which may not be well appreciated and may need particular consideration, 
among the other risks associated with biometrics. 

 Hub design – Noting that the Hub design is intended to avoid the collection of personal 
information, queried if enough metadata collected to ensure appropriate audit, including 
at officer level. Importance of ensuring that all users and uses identified, including fully 
authorised, uses of uncertain authorisation and unauthorised uses, whether internal or 
external. Need to assume a breach or misuse will occur, audit and review system must 
be responsive and effective. 

 Security features – impressive range built in. Also observed it is no longer possible to 
make credible guarantees of IT perimeter or data security. Organisations need to 
assume more than zero chance systems will be breached. APF would typically expect to 
see: 

o Multiple layers of best practices 
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o Ongoing monitoring of security and 12 months annual accreditation 

o Regular penetration testing and audit by highly capable external experts in hacking 
defended systems, and auditing high sensitivity systems. 

o Continuous thinking about breaches; assuming that the advantage is with 
attackers, and their numbers, motives and capabilities will grow over time, so that 
measures which are effective enough today will almost certainly at some future 
date become inadequate. 

o Noted AGD comments that it relies on the Defence Signals Directorate and that 
FIS avoids the vulnerability of hosting full content databases itself, so perhaps less 
vulnerable; but also that hacking of the access mechanism could be a significant 
vulnerability.   

o New anti-encryption capabilities likely to emerge in both machine learning and 
quantum computing would increase the threat level and bring ‘good enough’ 
current design parameters into question; need an active ‘over the horizon’ threat 
outlook that detects when these and other advances become significant. 

 Analytics – Mentioned Data61 as developing a technology to undertake analytics or 
queries of encrypted data sets without decryption of either the data set or the querying 
software; this could, if applicable, significantly reduce the exposure where either element 
is ‘in the clear’ to zero. Warrants further inquiry as to when and if it becomes feasible to 
retrofit or modify FIS functions to add this further layer. 

 FIS processes – Fact that receiving agencies would only see biographic details 
associated with images once assessed as being a likely match a good extra layer of 
protection compared to exposing full biographic details for preliminary browsing; also 
sends a message, a structural reminder, to all involved that this biographical data is 
sensitive and warrants close protection 

 Risk of false matches – false positives and false negatives will always occur. Query what 
happens if a mistake is made. Increased use of facial biometric matching gives potential 
for false positive matches to increase. (See Bruce Schneier’s analysis of the 
disproportionate increase in actual numbers of false positives when you search large 
populations for vanishingly rare events, like actual terrorist attackers in Australia). Risk if 
undue weight were given by end users or decision makers to a machine match, or to an 
unstated assumption that the system is reliable, rather than inevitably subject to a finite 
and perhaps variable level of false positives, especially for rare events. Noted AGD 
comments that agencies have responsibility for how they use FIS results but AGD is 
putting in guarding points (Access Policy, Audit requirements etc), including trained 
people who know limitations of systems, and that images via FIS not intended to be 
determinative of identity or relied without qualification as evidence (and this message is 
included when agencies access Portal), and also court processes. Also noted FIS 
replaces existing process, e.g. traditionally police might do a line up, FIS could replace 
line up, it would generally be used as a lead generating tool, just speeds things up.  

However, also noted:  
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o Risk of pressure on suspect 

o Increase in number of people who come to notice 

o Risk of action adverse to the suspected person, short of use as evidence in 
prosecution, such as by flagging or putting on watch lists 

o Better to hold off saying ‘FIS use is similar to existing processes’, need to monitor 
this, much larger number of matching faces, much larger potential for false 
matches 

o Evidentiary potential – needs to be recognised and discussed, and managed for 
example must be context given, such as matching threshold. If never to be ever 
usable as evidence, state this as a system rule, otherwise assume it may creep 
into such uses. 

 OAIC role – important not to overstate their capacity for effective oversight given 
limitations in powers in relation to law enforcement and national security uses, and 
limited resources and institutional support for independence, therefore comfort level is 
not great. Rather, as ALRC has suggested generally, there should be statutory ability for 
individuals to take direct legal action for a remedy in the event of a serious abuse (rather 
than only the ineffective non-litigation option of complaining to OAIC); and to be entitled 
to discover or be told of critical features of the system, such as false positive and 
negative rates, permitted uses and users, outcome of oversight and governance reviews 
etc.; and in particular, to be notified in the event of a breach (with breach of facial 
biometric data, whether raw face image or biometric template being treated as 
intrinsically ‘serious’ and thus automatically notifiable, due to the problems for revocation 
of biometric credentials) 

 Function creep – potentially a significant area of privacy risk but difficult to address given 
the incremental PIA approach – suggest need for overarching PIA prior to system being 
fully rolled out (if done afterwards, there will be limited capacity to influence and mitigate 
risks) 

 Recommendations  

o Recommendations 1 and 2 – generally supported, generically suggest maximum 
transparency as a principle driving the governance process. Suggests a role for 
the Auditor General on the Governance Body as another independent 
representative and, given commitment to audits in governance arrangement, help 
ensure scheme is set up properly and audit system developed properly (helps with 
the problem of the ‘unknown unknowns’) 

o Recommendation 5 – Agency communications, policies and procedures should 
address inevitable risk of false positives, and fact that most responses will be 
about innocent individuals (especially so for rare but serious events) 

o Possible additional areas for recommendations  

− How to anticipate and minimise effects of a security breach  



Appendix 2 – Observations from David Vaile, Australian Privacy Foundation 
 

 March 2017 Information Integrity Solutions Pty Ltd  40/47 

− Ongoing audit of false positive, false negative rates to be published, 
included in guidance  

− Assessment of accuracy of matching techniques, levels of false positives 
and negatives, limitations of outputs, and being transparent about this; 
would be a positive for community trust 

− Agency audits to test effectiveness of the matching and frequency of false 
positives, where individuals were selected for further action, include metrics 
on matches; for how many were useful leads and how many were wrong  

− Sum of the parts possibly less than the impact of a whole, particularly in 
relation to the entrenchment of the intrinsically intrusive technology of facial 
biometrics, and investment in large scale disclosure between agencies 
which may be used to promote the idea of further uses.   

− Need for thorough and transparent ‘proportionality’ review of specific uses, 
based on independent and verifiable evidence about performance, actual 
benefits, and potential risks and costs projected onto third parties. 

− Need for review of potential for incremental interaction with other 
identification mechanisms, danger of scope creep and normalisation of 
intrusive and risky facial biometric identification systems. 
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8. Appendix 3 – High level assessment of risks against the 
APPs 

This table considers the application of the APPs to the FIS with DIBP as a provider of data and DFAT 
and the AFP as consumers. It takes account of relevant information flows between the agencies, 
documents relating to the proposed operation of the FIS and discussions with AGD and agencies. 
Where privacy risks are identified these are considered further in Section 5 above.  

As noted in Section 2.1: 

 In undertaking its analysis, IIS has assumed that images used in Face Matching will, at 
least in some circumstances be personal information whether or not there is biographic 
information attached 

 While the Privacy Act does not generally apply to information about deceased people,17 
IIS understands that the FIS would apply to all matching activities.  

APPs and other privacy issues   Possible privacy risks  

APP 1 — Open and 
transparent management of 
personal information 
Ensures that APP entities take steps 
to comply with the APPs, including 
having a clearly expressed and up to 
date APP privacy policy. 

The potential risks identified here were that governance processes, 
policies, accountability will not be sufficient to be considered 
‘reasonable in the circumstances’ or will not be consistent with the 
openness and transparency intent of the principle.  

IIS notes that the proposed FIS arrangements include a range of 
policies, agreements for use, auditing of use etc planned and that 
AGD is intending to publish a range of information. IIS has identified 
some remaining risks with respect to:  

 Clarity on FIS monitoring roles and responsibilities  

 Privacy representation on the Governing Body 

 Potential for future policy changes to be less 
transparent or subject to less assessment  

 Lack of transparency about the extent of use of the FIS  

 Holding and Requesting Agencies privacy governance 
and risk management practices  

 Privacy risks will be underestimated because only 
considered for FIS and not system as a whole.   

See discussion in Sections 5.2.1, 5.2.2 and 5.2.3  

APP 2 — Anonymity and 
pseudonymity 
Requires APP entities to give 
individuals the option of not identifying 

IIS considers that, given the fact that the FIS is intended to facilitate 
identification of individuals, and that it will be used in a policing/law 
enforcement (LE) and national security (NS) context, agencies are 
likely to be authorised to deal with identified individuals and/or it 

                                                      

17 The Privacy Act may apply to personal information of deceased persons in some circumstances, for example 
where information about that deceased person includes personal information about a living person or where the 
Privacy Act provisions on victim identification in emergencies and disasters have application. 
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APPs and other privacy issues   Possible privacy risks  

themselves, or of using a pseudonym. 
Limited exceptions apply 

would be impractical for transactions to offer anonymity or 
pseudonymity  

APP 3 — Collection of solicited 
personal information 
Outlines when an APP entity can 
collect personal information that is 
solicited. It applies higher standards to 
the collection of ‘sensitive’ information  

IIS considered whether there is a risk that FIS policies and 
processes will not sufficiently reflect the fact that ‘Biometric 
information that is to be used for the purpose of automated 
biometric verification or biometric identification; or biometric 
templates’ is defined in the Privacy Act as sensitive and that extra 
protections are provided; consent usually required but not required 
where collected by enforcement agencies or enforcement purposes 
but must be ‘reasonably necessary’ for those purposes.18 

In considering these risks, IIS took into account the fact that one-to 
many matching potentially means that Requesting Agencies will be 
collecting sensitive information about persons that are not the 
individual that an agency is seeking to identify as well as those 
suspected of criminal activity. 

AGD’s policy approach and the various supporting documents do 
appear to reflect the sensitivity of biometric information. For 
example: 

 There are policy limits on nature of 
requests/functionality available; for example, agency 
requests have to start with an image; agencies cannot 
request images for all ‘John Smiths’ or partial name 
based matching 

 AGD is also setting a maximum number of images (20) 
that Holding Agency can provide without additional 
authorisations 

 AGD also specifies need for collection of information 
through FIS queries to be reasonably necessary and 
has a range of other proposed safeguards, via the 
Access Policy, IDSAs and MOUs 

No specific additional issues identified. However, IIS considers that 
the risks here reinforce need for strong accountability/transparency.  

APP 4 — Dealing with 
unsolicited personal 
information 
Outlines how APP entities must deal 
with unsolicited personal information.  

No issues identified  

APP 5 — Notification of the 
collection of personal 
information 
Outlines when and in what 
circumstances an APP entity that 

IIS considers that the main risk against this principle is that 
individuals will not be sufficiently aware that biometric information 
about them has actually been disclosed, collected or used through 
the FIS and so are not in a position to exercise rights or seek 

                                                      

18 Privacy Act, s.6.1 see http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html 
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APPs and other privacy issues   Possible privacy risks  

collects personal information must 
notify an individual of certain matters 

remedies where appropriate. 

LE and NS context means that individuals would get general but not 
specific notice of the possible collection of images for FIS. For 
example, the DIBP privacy notices flag use/disclosure for LE 
purposes. However, it is likely most people would be unaware that 
information about them could be used in the context of FIS.  

While the APPs recognise that specific notice is not always 
appropriate in LE or NS contexts, the principles do also provide for 
other transparency and accountability measures. In addition, the 
FIS arrangements emphasise transparency. IIS also supports 
Recommendation 1 in Lockstep PIAs for AGD to create a privacy 
statement for the FIS.  

In addition IIS has taken into account that the use of the FIS is 
intended to complement, but not replace, existing processes and 
procedures for determining a person’s identity.  

IIS has not identified additional risks here.   

APP 6 — Use or disclosure of 
personal information 
Outlines the circumstances in which 
an APP entity may use or disclose 
personal information that it holds 

The FIS has the potential to facilitate significantly increase volumes 
of data sharing for one-to-many facial matching. The current DIBP 
service involves limited transaction numbers and may return less 
information than will be available under the FIS. The actual demand 
for the FIS is not yet known and will depend on each agency’s 
business needs. However, IIS understands that technically the 
service could handle hundreds of requests per month once the FIS 
is fully operational. Increased data sharing would also increase the 
potential for inappropriate use and associated security risks if the 
system is not well managed. 

In assessing this risk, IIS has considered the proposed 
arrangements for the FIS as set out in the various governance and 
policy documents, including the draft Access policy, IDSA template, 
MOU template etc. Particular features include that: FIS access is 
available only to limited agencies, for authorised purposes; there 
are additional levels of authorisation for use where more judgement 
about ‘reasonable necessity’ and possible impacts is needed; use is 
monitored internally; and there is a further independent audit.   

The risks in this area are discussed further in Section 5.2.4.   

APP 7 — Direct marketing 
An organisation may only use or 
disclose personal information for direct 
marketing purposes if certain 
conditions are met.  

No issues identified  

APP 8 — Cross-border 
disclosure of personal 
information 
Outlines the steps an APP entity must 
take to protect personal information 
before it is disclosed overseas. 

IIS notes there is potential for cross-border disclosures for LE/NS 
purposes however these would be outside the scope of this PIA  
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APPs and other privacy issues   Possible privacy risks  

APP 9 — Adoption, use or 
disclosure of government 
related identifiers 
Outlines the limited circumstances 
when an organisation may adopt a 
government related identifier of an 
individual as its own identifier, or use 
or disclose a government related 
identifier of an individual. 

No issues identified  

APP 10 — Quality of personal 
information 
An APP entity must take reasonable 
steps to ensure the personal 
information it collects, uses or 
discloses is accurate, up to date and 
complete. 

The FIS will facilitate facial recognition using technology which is 
based on probabilistic algorithms and is not infallible; depending on 
the threshold setting agencies use, there is potential for the 
matching process to falsely identify images as matching and 
consequently for negative impacts for individuals. While IIS 
considers this is a significant risk area, it also considers that the FIS 
arrangements and the context in which it will be used would 
minimise this risk. IIS considers that it will be important for agencies 
to ensure their policies and procedures emphasise and manage for 
these risks (see Section 4.2.2). IIS considers there is additional risk 
where matching involves images of minors (see Section 4.2.4.2)  

APP 11 — Security of personal 
information 
An APP entity must take reasonable 
steps to protect personal information it 
holds from misuse, interference and 
loss, and from unauthorised access, 
modification or disclosure. An entity 
has obligations to destroy or de-
identify personal information in certain 
circumstances. 

IIS considers this is a potential high-risk area. It notes measures are 
being implemented at a number of levels, including requirements for 
security management plans and PIAs, staff training, strict access 
authorisations to access the FIS, limits on uses and additional 
authorisations needed in some cases, and comprehensive logging 
and audit requirements (see Appendix 4 for a list of items that are 
currently expected to be logged). Other security measures include: 

 PSPF & ISM Compliant Security Architecture 

 Custom Build Highly Granular Access Controls 

 Three Factor Authentication of Users at Log In 

 Privileges-Based Restricted Functionality 

 Regular Audits and Oversight Mechanisms 

 System Access Re-Justified and Renewed Regularly 
(i.e. every 3-6 months) 

IIS also notes that AGD and the Governing Body will be monitoring 
FIS use and governance and have options available, including 
terminating access to the FIS in certain circumstances.  

IIS has not identified specific additional issues against this principle. 
It considers that the risk environment does reinforce the need for 
strong accountability/transparency.  

APP 12 — Access to personal 
information 

IIS recognises that given that the FIS is operating in a LE/NS 
context there might be some constraints on individuals’ ability to 
access information. However, it has not identified specific additional 
risks arising from FIS use.  

APP 13 — Correction of 
personal information 

IIS recognises that given that the FIS is operating in a LE/NS 
context there might be some constraints on individuals’ ability to 
access information. However, it has not identified specific additional 
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APPs and other privacy issues   Possible privacy risks  

risks arising from FIS use. 

Safety net for individuals  IIS notes that individuals are most likely to become aware of facial 
matching where action against them is proposed (administrative 
decision or prosecution) and that in these circumstances – 
standards processes would apply, for example via the 
Administrative Appeals Tribunal or courts. 

IIS also notes that privacy complaints could be pursued and that the 
FIS arrangements call for processes to be in place to respond 
appropriately and for audits to review such processes.  

IIS has made some recommendations for additional procedures and 
publication of information that it considers would complement 
current safety net mechanisms.    
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9. Appendix 4 – Probable items for Hub audit record for 
FIS 
 Transaction ‘Header’ Details 

o Date/Time 

o Function 

o Requesting Agency 

o Username 

o System Name 

o Transaction Group ID 

 Transaction ‘step’ details 

o Date/Time 

o Data Source 

o Status 

o State 

o Transaction ID 

In addition to what is displayed on screen, we also capture in the database: 

 Transaction Message State (e.g. No Matching Party – Biographic not matched) 

 MD5# of the Probe Image (if applicable) (e.g. 
E5131C92F32FFA4D4F06166B5D7CC169) 

 MD5# of the Returned Image(s) (if applicable) 

In addition to these, for FIS transactions we will be capturing authorisation details (to be confirmed) 
including: 

 Permitted Purpose Use Category / Sub Category (e.g. Serious Crime – Homicide) 

 Internal Reference Number 

 Supervising / Authorising Officer User ID (e.g. AFP1084). 

 Legislative provision authorising collection/disclosure of information 
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